USER MANAGEMENT

Administrating Users and Groups in Xpert.NET
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1 Introduction

1.1 Purpose of the Document

Xpert.NET is a very dynamic help desk solution that can be configured in nearly every direction.
Daily routine and experience have shown that, while most administrators familiarize themselves
with the most important modules and configurations after some time, many questions remain
unanswered and much potential unused, due to a lack of knowledge.

This document is supposed to help you with the orientation in the User Management module. For
this purpose, it will describe the configuration as well as its integration into the entire Xpert. NET
system step by step.

1.2 Addressees of the Document

This document only addresses administrators of Xpert.NET, as all of the functions described here
work in the background of Xpert.NET and thus will not be noticed by the normal user.

1.3 Remarks on the Content of this Document

In this document, all kinds of functions of the basic module User Management will be named and
described. The functional range can, however, fluctuate due to configuration, licensing, and
versioning. If you miss certain functions listed in this document in your Xpert.NET installation,
please contact our support directly.

1.4 Overview of the User Management

Via the basic Xpert.NET module User Management, user accounts can be managed and pooled in
groups. Simultaneously, you can assign rights to these groups in order to guarantee an effective
workflow in the helpdesk.

In Chapter 2, you can find a short overview of the User Management. Chapter 3 illustrates the
management of users and groups. In Chapter 4, the two available import options of the User
Management will be described, while Chapter 5 details the explicit rights configuration of a group.


http://www.isonet.ch/index.aspx?id=26&kind=7

2 About the User Management

The User Management enables to generate and individually configure miscellaneous users and
user groups in a way that ensures effective workflows.

The User Management can be accessed via SETTINGS A USER MANAGEMENT A USER
MANAGEMENT.

€ user Management

e MW
" . _______________________________________
| Assign

(=1 @ Testmaschine 42
(-8 Customers
(=@ Employees - import

X Remove membership
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Figure 2-1 The User Management with the opened dialog for assigning permissions

This module allows for creating new users, groups and permission roles, for assigning them to
groups, for canceling group memberships, and for defining access rights for users in groups.

2.1 Views

For a maximum of efficiency in the management of users and user groups there are three different
views available for the User Management.

Err—— N R

=8 Testmaschine 73 € Name ~ L = Login First nar
""" A CMDB Users € TestUser € isonetadmin isonet
+-$& Customers ~
TestProtokoll Grou admintse Tobias §
-8 DashboardTesters . 82 P 8
# €@ DefaultTest € Testmaschine 73 € admintl Thomas
-85 Employees - import € Testing & Documentation € adminssc Stanko &
= @ isonet ~ € TestGroup4Customer € adminrpf Ralph Pf
- @ IT Service Management . i i
I E Magmt Testing & Documentation ' adminrgr Roman
-8 MailzTicket User
D'"’E RCTestGroup -~ t adminrb Raphael

Figure 2-2 The three different views: Hierarchy (left), Groups (middle), and Users (right)
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2.2 Hierarchy

In the hierarchical view, a tree diagram of the complete hierarchy is displayed. Groups, subgroups,
and users are displayed on their respective level in the hierarchy.

The hierarchical view shows small icons next to the names of some groups.

Hierarchy
=82 Groups
- &% CMDB Users
tx €2 company ~
- & Demo
+- @2 some Compan\,[a
-G8 Topnode|:]

Figure 2-3 Groups with individual permissions
and activated import

These icons depict, whether permissions for this group have been configured explicitly (key
symbol) and whether an import has been configured for this group (small gear wheel symbol).

2.3 Groups

In this view, only groups can be found. Therefore, all of the groups in the system will be displayed,
regardless of the level in the hierarchy they belong to.

Using the bar at the bottom of the table, the groups can be filtered according to their first
characters.

PLEASE NOTE

This filter always filters according to the first character of the column the table is currently sorted by!

2.4 Users

I'n this view, al lwilbddisplaged, regardtessofrth@ group @ Bigraschical level
they belong to.

Using the bar at the bottom of the table, the users can be filtered for their first characters.



PLEASE NOTE

When filtering for users and groups, the results will always be sorted according to the first character of the column the
table is currently sorted by!

25 Icons

The following icons are used in the User Management:

Group (not imported)

Group (imported)

Permission roles

Administrator group (not imported)
Administrator group (imported)
User (not imported)

User (imported)

Administrator (not imported)

Administrator (imported)

poopweoRRESR R



2.6 Administrators

The administrator has all available rights to all objects and can edit other usersépermissions in
Xpert.NET.

WARNING

Administrators can be deleted via the Xpert.NET nterface just like any other user and group.

In order to turn users into administrators, any user can be added to the group Root administrators
additionally to his master group.

WARNING

In general, when a user becomes a member of the administrator group, no permission check is performed. Please pay

attention to which users you add to this group.

If a user is not allowed to execute all administrative tasks, it is recommended to create a separate
group e. g. only for administrators of a certain module.



3 Groups and Users

3.1 Creating a Group

The creation of a new group is effected by selecting a main group in the hierarchical view. By
selecting the button New group from the task window on the left side to open the settings dialog of
the new.

This dialog allows for defining the group name, the authentication type and a description for the
new group. Please find further information about this topic in the next section.

PLEASE NOTE

Please make sure that the option Is permission role is not activated in this case. Please find further information about
permission roles in the following sections.

If all necessary data has been entered, the group will be created by selecting the Save button.

PLEASE NOTE

The creation of groups is not available in the User view.

3.2 Editing the Group Settings

If the information regarding a group has changed, it can be adjusted in the User Management
accordingly. To open the respective group it needs to be selected in the Hierarchy or Groups view.
By selecting the Edit button or by double-clicking the button the group will be opened.

An overview window appears to make changes to the group, to change affiliations of users and
groups to this group and to set import options.

r »
@ Group: TestGroup4Customer - Windows Internet Explorer I C=RAC)
File Help
€ Group s @ New User I ”ﬂ[ﬂ
|
g Members '-', Add member =
. © | Name Type e
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]
g Turtle Tony (isonet ag) User
ﬂ Import
]

@ Text module

Figure 3-1 In the properties dialogue for groups, a lot of information on the respective
group can be adjusted and even new users created



It is furthermore possible to create users directly in this group. This option can be found under
EXTRAS 4 NEW USER.

3.2.1 The Group Detail Dialog

The group detail dialog is additionally divided into the following tabs: Group, Members, Groups,
Import, Text module, and Notifications.

Group

On the Group tab, the properties of the selected group can be edited:
Name: Defines a significant name for the group.

Login allowed: Via this option, you can define whether members of this group will be allowed to
log onto the system. The selection options are Yes, No, and Inherited. The option Inherited is
preselected and makes the question, whether the login is allowed or not, dependent on the choice
in the hierarchically higher group.

Authentication type: With this option various authentication types provided by the server are
listed. The exact description of all authentication types can be found on this website:
http://msdn.microsoft.com/de-de/library/system.directoryservices.authenticationtypes.aspx.

Is permission role: If this option is activated, a permission role is created instead of a general
group. Permission roles do not contain users, but are used to create a permission hierarchy.

Description: You can enter a short description of the group into this field.

Email: If a group mail account exists to send messages to, the respective e-mail address needs to
be entered in this field.

Below these fields several the following freely definable fields (custom attributes) can be found, e.
g. the customer code or the in-dialing number. These individual attribute fields are defined by an
additional tool within the database and can be retrieved e. g. by expressions.

Members

On the Members tab, groups and users can be defined as members of the current group and be
removed from membership.

PLEASE NOTE

If a user or a group is only a member of this one group, he/she will be removed from the system by being removed from

the group.

If many groups or users are members of a group, certain members can be searched for specifically
by entering the name or parts of it into the filter top right. This filter works just like every other filter
in Xpert.NET.


http://msdn.microsoft.com/de-de/library/system.directoryservices.authenticationtypes.aspx

Groups

On the Groups tab, the currently selected group can be assigned as a member to other groups via
the Add group button. The superior group (master group) the group has been created in is marked
with a house icon. Within the Actions menu the main group option can also be applied to another
selected group. If a group shall not be a sub-group of another group anymore, it can be removed in
this tab also.

Import

Via the Import tab, members or entire member groups can be imported. This feature enables to
add users by using the LDAP or XML import. The import function will be explained in detail in
Chapter 4 of this document.

Text Module

Under the Text module tab it is possible to create individual text modules for a group. To create a
new text module it is necessary to select New text module, to specify a name for the text module
and to enter the designated text into the editor. The text modules can be used to be embedded in
e-mail messages by using expressions. Please find further information on this topic in the
EXPRESSION REFERENCE.

Notifications

On this tab the designated deliverer for this group can be defined. Whenever mails will be sent to
this group, the system will select the specified deliverer automatically. These settings do not apply
to e-mails and messages sent to individual users of this group.

3.3 Permission Roles

Permission roles cannot be compared to general groups as their only purpose is to forward the
assigned rights to other groups contained in this permission role. They are, however, not visible for
selection in the User Browser.

Permissions for these groups are assigned in the same way as for general groups.

3.4 Deleting a Group

To delete a certain group it is to be selected in the Hierarchy view. By clicking Remove
membership in the Tasks menu the group will be deleted.

Users that only belong to this group will also be deleted. If the contained users are additionally
member of another group, only the membership to this group will be removed.

PLEASE NOTE

If further groups or users are members of the group to be deleted, they will be deleted as well unless they are also
members of other groups.
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Figure 3-2 If the Remove membership button is used after selecting a group, the group will
be deleted. If users are contained only in this group, they will be deleted as well;
otherwise, only their membership in the selected group will be canceled

3.5 Creating New Users

In order create a user a group needs to be selected to be defined as the main group of the new
user.

In the Tasks menu the button New user directly above the New group button will now be available.

After clicking this button the properties dialogue for users will open. Please find more information
on the individual options in the next section of this document. With a click on the Save button a
new user will be generated.

PLEASE NOTE

In the User view, the creation of new users is not available, as they have to be assigned to a group immediately during
creation.

€’ user Management

& Edit
I Assign =8 Testmaschine 73
X Remove membership i CMDBE Users

DashboardTesters .~
€ DefaultTest »
€ Employees - import
€ isonet
€ 1T Service Management *
€ Mail2Ticket User
€/} RCTastGroup
€] Restricted Root Administratoren *
+- i Root Administratoren

1l Permissions

! New user 2
m MNew group

Figure 3-3 First, select the group, in which the new user/group is to be
created (1). Subsequently, the buttons for new users
and groups will be activated (2)
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3.6 Editing a User

If the information regarding the user has changed, it can be edited quickly by selecting the user in
the Hierarchy or the User view. By clicking on Edit in the task window or by double-clicking the
user the user detail dialog is opened.

r Y
@ User: Turtle Tony (isonet ag) - Windows Internet Explorer g@g

File Extras Help

S I
|
m Frrs Login name |ttu |

Login allowed Inherited *

:‘:] Notifications Password |o.o.o.o.o |

Repeat

ord |o.o.o.o.o |

El Text module Company isonet ag
First name Tony
S5 cs
Last name Turtle
E-mail mwi@isonet.de
Phone direct
Phone
reception
Mobile
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4 2

Save Close

Figure 3-4 On the User tab, miscellaneous information on the currently
selected user can be changed

The user overview window offers several editing options. It is divided into the tabs User, Groups,
Notifications, Text module and Cls.

User

On the User tab the following attributes of a user can be customized:
Login name: The name the user can log onto the system with later on.

Login allowed: With this option, you can define whether a user can log onto the system. The
selection options include Yes, No, and Inherited, with the third option set by default, resulting in the
login being permitted or denied depending on the choice made in the hierarchically superordinate
group. Deactivating this option is only advisable for users, which are only used for sending emails
automatically via the Mail2Ticket system, for example.

Password and Repeat password: The password the user will need for logging on later on.
First and Last name of the user.

E-mail:1 n this field the user 6s e anail addreasdsdusedts sendc a n
messages to the receive messages sent to users via the Xpert.NET system.

Below this field several individual fields (custom attributes) can be found. This attribute fields are
defined by an additional tool within the database and can retrieved e. g. by using expressions.



Groups

On the Groups tab the various groups the user is to be member of can be configured. The first
group a user belongs to and in which he has been created will always be the master group and
thus marked with a house icon.

Notifications

This tab allows for defining the preferred media (deliverer) for sending messages to the specified
user. If messages are sent to this user, the system automatically chooses the deliverer defined in
this tab. These settings do not affect e-mails and messages that are sent to a group this user is
member of.

Possible settings are: e-Mail, HTML e-Mail, Plain text e-Mail.

Text Module

On this tab individual text modules can be defined for the respective user. By selecting New text
module a new text module can be created, whereupon it is possible to enter a name and the
desired text in the editor field. Text modules can be used to be embedded in e-mail messages by
using expressions. Please find further information on this topic in the EXPRESSION REFERENCE
documentation.

Cls

On the Cls tab Cls assigned to the user (in the Configuration Management (CMDB)) are displayed.
For a better overview a filter can be used for displaying various links (e.g. creator, supplier) to the
Cls.

Cls, which have a connection to either the user or one of his groups, will be displayed.

3.7 Deleting a User

A user can be deleted by being selected in the hierarchical view in a group and by clicking Remove
membership. With this option the user will be removed from this group. However, if the user is not
member of any other group, he will be deleted from the system by a click on Remove membership.



4 The Import Functions

Xpert.NET offers the option of adding user groups via a LDAP or XML import. In case of LDAP
imports, the data can be automatically updated at regular intervals additionally. Via the XML
import, users and groups can be imported according to the structure of an XML file.

Groups and users in the User Management are administered by the Security Manager (Windows
service). As the origin of groups and users may vary, the Security Manager can be configured in
various ways in order to access LDAP data sources. However, your own XML data sources can be
imported as well. Thus, the Security Manager can be run independently or using imported objects
(e.g. from a directory service). The import is performed via a plug-in (importer plug-in), which has
been implemented specifically for your data source.

In order to use the import function, a so-called Assignment Schema is necessary. You can find it
as an XML file below your Security Manager installation. The file is named
Assignment Schemes.xml and exhibits approximately the following structure:

<AssignmentSchemes>

<Scheme objectguid ="60b7001199c54e8fb22b6525fbce841b " idToUse="Sid"
friendlyName ="Standard ">

<Group>
<Alias >organizationalUnit </ Alias >
<Alias >group </ Alias >

<Assignment source ="namé destination ="{Name}' />
<Assignment source ="description " destination ="description " />

</ Group>

<User>
<Alias >user </ Alias >
<Assignment source ="sAMAccountNameé destination ="{LoginName}" />
<Assignment source ="{Domain}+' \'+sAMAccountNamée" destination ="{LoginNameQ}" />
<Assignment source ="mail " destination ="{LoginNamel}" />
<Assig nment source ="mail " destination ="email " />
<Assignment source ="sn" destination ="lastname " />
<Assignment source ="givenName" destination ="firsthame " />
<Assignment source ="cn" destination ="cn" />
<Assignment source ="sAMAccountName destination ="exchangealias " />
<Assignment source ="legacyExchangeDN" destination ="legacyExchangeDN" />
<DefaultAttribute name=" MessagingManager.PlainTextEmailDelivery " value ="false "/>
<DefaultAttribute name" MessagingManager.HtmIEmailDelivery " value ="true " />
<DefaultAttribute name" MessagingManager.SmsDelivery " value ="false " />
<DefaultAttribute name=" MessagingManager.PagerDelivery " value ="false " />

</ User>

</ Scheme

</ AssignmentSchemes>

This file includes two structural elements: Group and User. These two elements control how user
groups or users are to be handled during the import.

Normally, it is not necessary to edit this file yourself. Thus, no details will be discussed here. If you
need further information, please contact your project manager.



4.1 Configuring the Import for a User Group

The import configuration can be effected in the User Management (SETTINGS 4 USER
MANAGEMENT 4 USER MANAGEMENT). For configuring an automatic import a group is to be
selected from the hierarchical view. By double-clicking or by selecting Edit from the task menu the
properties dialog is opened to select the Import tab for configuring the import..

Import and synchronization is activated. %?

Activate import 2

Datasource for import

Import Type LDAP -
LDAP Source |LDAP://192.168.4.25/0U=User,0U=Resd
LDAP Filter |(&(c0mpany='sonet ag)(! 0bjectC|a55=0rg|
Log in with user? v

Authentication type Delegation -

Loginname userauth

Password LAY

Repeat password

Import options

Assign. Scheme Standard o
Time 03:13:00 o

Depth flat -

Keep members no -

Default user language W o

Default user timezone MNone -

Import Group

Please save pending changes before
importing the group. mport Group

Figure 4-10n the Import tab the import options for the selected group can be configured

If the option Activate import is activated, imports are to be executed for this group. For the defining
the import data source it is possible to choose between XML and LDAP import.
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4.1.1 LDAP Import

At first, an import source for the selected group is to be entered. Example:

LDAP://OU=Development,O0U=User,OU=ResourceFirma,DC=Firma,DC=ch

PLEASE NOTE

The character string for the LDAP is context sensitive. Pay attention to writng AL DAPfi i n capital letters,
connection attempt will fail.

If the LDAP server requires a login, the option Log in with user? needs to be activated.

Log in with user? [

Authentication type Delegation -

Loginname
PHEEWDI'EI *200RRES

Repeat password sesssseee

Figure 4-2 If your server requires a login, activate the Log in with user? option

Afterwards, the required options for logging onto the LDAP server are to be entered into the
appearing fields. Please ask your system administrator for the authentication type.

4.1.2 XML Import

If you want to execute an import from an XML file, select the import type XML.

As a next step the data source needs to be entered by choosing a path from the folder structure on
the server (e.g. c: \ temp\ importexample.xml ) or on a network share (e.g.
\\ serv ername\ folder \importexample.xml ).

PLEASE NOTE

When entering a path, please pay attention to it not referring to a local computer, but to the server, on which your
Xpert.NET installation can be found or on which the Security Manager service for your Xpert.NET is executed.

The network share has to be accessible from this server as well.



EXAMPLE FOR AN XML FILE

In the following, a short example XML file with two users and two groups will be illustrated:

<?xml version ="1.0" encoding ="utf -8"?>
<XmlUserlmport >
<Behaviour >
<NewUser>
<Password generate ="true " />
</ NewUser>
</ Behaviour >
<Groups >
<Group externld ="GO001">
<Properties >
<Property = name="Namé' value =" GroupA" />
<Property = name="Description " value =" GroupA" />
</ Properties >
</ Group >
<Group externld ="G002">
<Properties >
<Property = name="Namé' value =" GroupB" />
<Property = name="Description " value ="GroupB" />
</ Properties >

</ Group >
<ld
Here, you can define the groups with a name and a corresponding description.
The externid will be important for the assignment  later on, and can only be
assigned once, because otherwise no distinct assignment  would be possible
- =
</ Groups >
<Users >
<User externld ="UO001">
<Properties >
<Property = name="First N\ame " value ="Userl" />
<Property = name="Last Name " value ="Userl" />
<Property = name="LoginName " value ="Userl" />
<Property  name="Email " value ="UserAl@domain.ch " />
</ Properties >
<Id
Here, the individual users can be defined under Users. In this example, you can
see a first and last name, login, and email for every user. If further
attributes , like the fax or mobile number for example, are to be impo rted, this
can be determined via the file Assignment Schemas.xml and the XML file to be
imported. The externld will again be important for the later assignment  of
users to groups here.
—=
<Password generate ="false ">
<Text >dXNIcmEx</ Text >
</ Password >
<l'o
Here, you can define th e password. If < Password generate="true"> is set, a
password is generated automatically for the respective user. You have, however,
to pay attention to assure that a workflow and a message template exist, via
which the password will be sent automatically to the respective user. The node
<Text> can then be either left empty or out
- >

</ User >



<User externld ="U002">
<Properties >
<Property = name=" First Name value ="User2" />
<Property = name="Last Name value ="User2" />
<Property = name="LoginName " value ="User2" />
<Property = name="Email " value ="User2@domain.ch " />
</ Properties >
<Password generate ="false ">
<Text >dXNIcmEy</ Text >
</ Password >
</ User >
<Membership >
<Member externld ="" >
<Member externld ="G001" />
<Member externld ="G002" />

</ Member>
<ld
Here, the memberships of groups and users are defined. If the externl dis left
empty, this signifies that it is a group, into which others  will be imported
later on. In this example, GroupA and GroupB are subgroups on the same level
- =
<Member externld ="G001">
<Member externld ="U001" />
<Member externld ="U002" />
</ Member>
<Member externld ="G002">
<Member externld ="U002" />
</ Member>
<ld
Here,you can define , which useris to be  member of which group. In this
example, Userl is member of the grou ps GroupA and GroupB, User2, however, is
only member of the group GroupB.
- =

</ Membership >
</ XmlUserimport >

The third option Allow password change enables to control whether the password can be changed
for the imported users or not. If this option is activated, administrators (or users with the respective
rights) can change the password of a user in the User Management and the user himself can
change his password in his user settings.

4.2 Import Options

Assignment scheme: The assignment schema originates from the AssignmentSchemes.xml
file mentioned previously. A schema is to be selected, if several different schemas are configured
in this file. If only one scheme can be found in the file, it will be selected automatically.

Time: The date for the planned import is displayed here. The import is normally executed at night.
The time is specified in a configuration file (SecurityManager.exe.config ).

Depth: Defines the desired import depth in the import options. If you select recursive, all groups
and users below the entered LDAP path will be imported i in exactly the same structure as in the
LDAP.

Keep members: The option Keep members means that by selecting Yes, users and groups
deleted in the LDAP directory in the meantime will still be kept in Xpert.NET. If you select No,



groups and users not existing in the LDAP anymore will be deleted as well. This only applies to
updates.

Default user language: The language selected will be set as a default for every imported user
later on.

Default user time zone: Define the time zone to be used as the default for every imported user
here.

4.3 Executing the Import

An import can be started manually by clicking on the button Import group. It is advisable to having
saved all changes beforehand and the import to be set active. The import will start immediately, but
can take some time depending on size and structure.

Otherwise, the import will be started automatically at the set time, after the settings have been
saved, as long as the box for the option Activate import has been checked.



5 Configuring the Permissions

It is possible to assign individual rights to every generated group additionally to the rights inherited
from hierarchically superordinate groups. This can be done within the User Management via the
Permissions task by selecting the group to be configured and by clicking the Permissions button. A
new dialogue for the configuration of the rights will open subsequently. The amount of the visible
tabs depends on the licensed modules and the initial configuration.

Inthe figurebel ow t he di fferent col or silluftrated: t he rightso

Key
@ Allowed O Denied Allowed (inherited) Denied (inherited) Allowed (read only) Denied (read only)

Figure 5-1 Key for the access rights

Allowed All users of the group are allowed to exercise this type of right.
Denied No user of the group is allowed to exercise this type of right.

All users of the group are allowed to exercise this type of right. This

Allowed (inherited) property has been inherited from the superordinate group.

No user of the group is allowed to exercise this type of right. This

Denied (inherited) property has been inherited from the superordinate group.

All users of the group are allowed to exercise this type of right. The

Allowed (read only) type of right cannot be changed by the current user.

No user of the group is allowed to exercise this type of right. The type

Denied (read only) of right cannot be changed by the current user.

Groups with individually adjusted rights can be recognized by a key icon after their name in the
User Management.

PLEASE NOTE

Rights of individual users cannot be changed. It is only possible to change rights of entire user groups. If the rights of a

user are selected for display, they will be generally displayed in grey.

WARNING

Dondt f or g &ave dfter changingdhle rights, otherwise the changes will not be adopted.
For the changes in the rights to be applied, it is recommended that the users of a changed group log on again in the

system.



51 General

In the General tab the rights can be configured for:
System Settings: Define permissions for general system settings.
News: Define permissions on articles informing users about news and announcements.

Search templates: Define permissions on search templates that have been created in the
extended search.

User/Group: Define special permissions on groups.
Workflows: Define permissions on existing workflows or default values for new workflows.
Reports: Define permissions on reports and default settings for new reports for groups.

Early Warning: Define permissions on early warning rules.

5.1.1 System Settings

On the System Settings tab, mainly security settings are defined, e.g. which user group can see
and use which module configurations.

If not mentioned otherwise, the options Full Control and Administrate Rights will not be explained in
detail because of them being explained in section 5.1.4 User/Group and having the same functions
everywhere.

In general, the Show permission only allows for displaying functions. If an option is to be modified
by a group, the permission type Change Settings or similar needs to be selected.

(& Permissions: Group isonet - Windows Internet Explorer =
File Help ‘Group: isonet

General || Ticket | CMDB || Service Portfolio || Dashboard || Knowledge Base || Expense || Task
System Settings || News | Search templates | User/Group || Workflows | Reports | Early Warning
System security settings.

Type of Permission Full Control Administrate Rights Change Settings Show
Administrate Reports [ ] o
Administrate Search Templates [ ]
AEM \ Connectors and mappi...

m

AEM \ Rules

Allocation Types -
Basic Configuration

Classifications

CMDB \ Configuration Items ®

CMDB \ Extended Search ®

CMDB \ Lifecycles

CMDB \ Relation types

CMDB \ Schemas

Correspondence templates

Dashboard

Key
® dllowed O Denied Allowed (inherited) Denied (inherited) Allowed (read anly) Denied (read only)

Save Close

Figure 5-2 When the permissions of a group are accessed, the system settings are displayed
first. An individual right is changes simply by clicking on it.



Administrate Reports: If this function is active, group members can perform additional tasks
under SETTINGS 4 REPORTING.

Administrate Search Templates: The search templates can be managed under SETTINGS A
ADMINISTRATION A SEARCH TEMPLATES.

AEM \ Connectors and Mappings: This option enables the access to connector configurations
and to the event ticket mapping management under SETTINGS A EVENT MANAGEMENT.

AEM \ Rules: This option allows for managing filter and value rules under SETTINGS 4 EVENT
MANAGEMENT.

Allocation Types: Users gain access to SETTINGS 4 EXPENSE MANAGEMENT 4 ALLOCATION TYPES
and can create new allocation types there as well as edit or delete existing ones.

Basic Configuration: The user can perform changes under SETTINGS 4 ADMINISTRATION 4 BASIC
CONFIGURATION, if this option is active.

Classifications: The ticket classifications can be accessed via SETTINGS 4 TICKET MANAGEMENT
A CLASSIFICATIONS.

CMDB \ Configuration Items: If this option has been activated, the CMDB in the bottom bar next
to the Homepage button will be available for every user of the group. The entries contained in it,
however, cannot be viewed without configuring further rights for the respective group first.

CMDB \ Extended Search: Cls can be searched in the extended search via TOOLS A EXTENDED
SEARCH. However, only configuration items the user has the right View on will be displayed.

CMDB \ Lifecycles: If this option has been activated, the user has access to the settings under
SETTINGS 4 CONFIGURATION MANAGEMENT (CMDB) 4 CMDB LIFECYCLES.

CMDB \ Relation Types: The configuration for relation types in the CMDB can be edited under
SETTINGS 4 CONFIGURATION MANAGEMENT 4 CMDB RELATION TYPES.

CMDB \ Schemas: With this option, the users gain access to SETTINGS 4 CONFIGURATION
MANAGEMENT (CMDB) 4 CMDB SCHEMAS and can create new schemas as well as edit or delete
existing ones there.

Computer Telephony Integration (CTI): All users of this group can create, edit and delete direct
dialing-in and main numbers under SETTINGS A ADMINISTRATION 4 COMPUTER TELEPHONY
INTEGRATION (CTI).

Correspondence Templates: The correspondence templates for the messaging can be edited.

Dashboard: Via this right, you can gain access to the dashboard. You can access it via the
navigation bar at the bottom of your Xpert.NET system. For individual widgets to be usable,
however, further rights have to be set.

Dashboard Widgets: Via this right, widgets can be accessed under SETTINGS 4 DASHBOARD
WIDGETS. Furthermore, categories can be created and managed. This right does not apply to
already existing categories and widgets. For them to be editable, further rights are necessary.

DataView Management: Via this right, the DataViews under SETTINGS A ADMINISTRATION 4
DATAVIEW MANAGEMENT can be edited.



Dispatching & Rule Management: If this option is active, users of the current group can execute
actions under SETTINGS 4 WORKFLOW MANAGEMENT A4 DISPATCHING & RULE MANAGEMENT.

Dynamic Placeholder Management: The dynamic placeholders are displayed under SETTINGS A
MESSAGING & COLLABORATION 4 DYNAMIC TEMPLATES.

Early Warning Management: Users can define new rules under SETTINGS 4 SERVICE LEVEL
MANAGEMENT 4 EARLY WARNING SYSTEM.

Expense \ Extended Search: If this right has been activated, expenses can be searched via the
extended search in the top menu under Tools.

Expense Types: Users in this group have the option to generate new expense types and to edit or
delete existing ones under SETTINGS 4 EXPENSE MANAGEMENT A4 EXPENSE TYPES.

Information: New information can be created, deleted, edited, and the extended options changed
under SETTINGS 4 MESSAGING & COLLABORATION 4 NEWS.

Knowledge Base Item \ Extended Search: If this right has been activated, knowledge base
articles can be searched via the extended search in the top menu under Tools.

Mail2Ticket: Users in this group can create and edit accounts under SETTINGS 4 MESSAGING &
COLLABORATION 4 MAIL2TICKET.

Maintenance: The users gain access to SETTINGS 4 ADMINISTRATION 4 MAINTENANCE and can
change all of the settings there.

Messaging Schemas: If this option is active, users have access to SETTINGS 4 MESSAGING &
COLLABORATION 4 SCHEMAS FOR MESSAGING. In order to be able to work with them, however,
further adjustments have to be made.

Messaging Templates: Users have access to the templates for messages under SETTINGS 4
MESSAGING & COLLABORATION 4 TEMPLATES 4 TEMPLATES FOR MESSAGING. New templates can
be created or existing ones edited there.

Overview of Expenses: The Expenses button will appear on the left side. The expenses can be
accessed and new expenses can be generated there.

Overview of Tasks: The button Tasks will be available in the side bar. Via it, the task stage can be
accessed. For users of a group to be able to create tasks, however, further rights have to be
configured.

Overview of Tickets: The button Tickets can be found in the side bar. However, further rights
have to be activated for members of a group to be able to generate tickets.

Projects: If this option is active, users can generate projects under SETTINGS 4 EXPENSE
MANAGEMENT 4 PROJECTS. In order to view the projects or edit them subsequently, further
adjustments have to be made.

Report Type Management: If this function has been activated, every user in the group can
change and add report types under SETTINGS 4 REPORTING. It is, however, not possible to view
reports.



Service Level Management (SLM): The users gain access to SETTINGS 4 SERVICE LEVEL
MANAGEMENT 4 SERVICE LEVEL MANAGEMENT (SLM) and can create, edit, and delete contracts
there.

Service Portfolio: Via this option, the user gains access to the Service Portfolio. You can access it
via the button Services in the side bar. If the right Change settings has been activated, the
management of the Service Portfolio will be available under Settings as well.

Settlement date: This right enables the access to SETTINGS 4 EXPENSE MANAGEMENT 4 DEFINE
SETTLEMENT DATE.

Task \ Extended Search: If this right has been configured for a group, users of this group can
search for tasks in the extended search under Tools in the top menu.

Task Life Cycles: Via this right, the task life cycles can be edited under SETTINGS 4 TASK
MANAGEMENT A4 TASK LIFE CYCLES.

Task Package: The configuration of task packages can be accessed under SETTINGS 4 TASK
MANAGEMENT 4 TASK PACKAGES.

Task Status: Via this right, the task statuses can be edited under SETTINGS 4 TASK
MANAGEMENT A TASK STATUSES.

Task Schemas: Via this right, the task schemas can be edited under SETTINGS 4 TASK
MANAGEMENT A4 TASK SCHEMAS.

Team Management: The users gain access to SETTINGS 4 USER MANAGEMENT 4 TEAM
MANAGEMENT and can create, edit, and delete new teams there (further rights are necessary for
the search).

Ticket \ Extended Search: Via Tools, tickets can be searched for with the extended search.

Ticket Conversions: The users gain access to SETTINGS 4 TICKET MANAGEMENT 4 TICKET
CONVERSIONS and can manage the ticket conversions there.

Ticket Filter Management: The users gain access to SETTINGS A TICKET MANAGEMENT A4 TICKET
FILTER MANAGEMENT and can create new filter favorites there. For viewing these, however, further
options have to be activated.

Ticket List Management: The users gain access to SETTINGS 4 TICKET MANAGEMENT 4 TICKET
LIST MANAGEMENT and can change the display of the ticket list there.

Ticket Numbering Ranges: The users gain access to the numerical ranges for tickets via
SETTINGS 4 TICKET MANAGEMENT and can edit them there.

Ticket Schemas: The users gain access to SETTINGS 4 TICKET MANAGEMENT 4 TICKET SCHEMAS.

Ticket Statuses: The users gain access to SETTINGS 4 TICKET MANAGEMENT 4 TICKET STATUSES
and can change the settings there.

Ticket Templates: The users gain access to SETTINGS 4 TICKET MANAGEMENT A4 TICKET
TEMPLATES and can manage ticket templates there.



User Management: The users gain access to the User Management. Without further rights, he
can only assign groups and users to groups.

Workflows: The users gain access to SETTINGS 4 WORKFLOW MANAGEMENT 4 WORKFLOW
MANAGEMENT and can create or edit workflows there. Single workflows will, however, only be
displayed on the Workflows tab after further settings have been made.

51.2 News

Here it is possible to define which information and news will be displayed to which group. Pre-
settings, which will influence any newly created information in this category but not the existing
one, can be made for categories. Regarding already existing information, a selection can be made
for each one individually below the categories.

Article Show

Common Infermation (Default rights for new articles)

Newsflash 2/2011
Newsflash 3/2011
TicketXPert.NET

Figure 5-3 View of the access rights for an information group. All the internal information is activated manually;
the rights for the common information were inherited from a superordinate group

5.1.3 Search Templates

This right defines search templates that can be specified in the extended search for various
groups.

General || Ticket || CMDB || Service Portfolio || Dashboard || Knowledge Base | Expense || Task

System Settings News | Search templates || User/Group | Workflows Reports Early Warning

Search template Show

Development (Default rights for new templates)

Servicedesk [Default rights for new templates)

Tickets (Default rights for new templates)

isonet Tickets
Open Tickets 1st Level
Open Tickets 2nd Level

Figure 5-4 Activate the designated search templates, so that they can be used by the selected group

5.1.4 User/Group

Under User/Group it is possible to define whether the currently selected group has rights to certain
other groups. If, however, a user is selected for display, rights will only be displayed and cannot be
changed.



Here you can configure the rights that group 'Testgroup' holds for a specific user/group.

Choose user/group: QACMDB Users > Configured: s
Right Permission Right Permission
Full Control O Administrate Rights ®
Create expenses [ ] Group is visible [ ]
Edit expenses @® View dis of that owners [ ]
Delete expenses & Show all CIs of that owner ®
Administrate Group Settings & Administrate Ticket Settings ®
View expenses of this group [ ] Assign tickets to this group [ ]
Create Group ® Create ticket for this group @
Create User & View tickets of this group [ ]
Edit group & View tickets affecting users of this group ®
Delete group @ Take over tickets of this group [ ]
Show Group Details [ ] Administrate Expense Settings ®

Figure 5-5 The view for User/Group. Using Choose user/group, the group to be edited can be selected. Via
Configured the already configured groups can be displayed. Below this, all available rights that can be
configured can be found

The following rights can be configured here:
Full control: All rights will be set on Allowed.
Create expenses: Expenses can be created for a certain group.

Edit expenses: Expenses can be edited for a certain group. (Simultaneously, the right View
expenses of this group will be activated; otherwise, the expenses could not be accessed).

Delete expenses: Expenses can be deleted for a certain group.
View expenses of this group: Expenses created for or by this group can be viewed.

Administrate Group Settings: This right sets the following rights enabled: Create Group, Create
User, Edit User/Group, Delete User/Group, Show User/Group Details.

Administrate group settings: Activates the following five rights: Create group, Create user, Edit
group, Delete group, Show group details.

Create group: Groups can be created within the selected group.

Create user: Users can be created within the selected group.

Edit user/group: The Edit function can be accessed via the User Management for this group.
Delete user/group: A group can be deleted.

Show user/group details: In the details of a ticket, several groups will be displayed, e.g. the
current owner or affected wuser. | f this right
be displayed by double clicking on this group.

Administrate rights: All rights except Full control are set to Allowed.

Group is visible: If this right is deactivated, all the other rights will be set to Denied
simultaneously.



View Cls of that owner: If this right has been activated and a user can see a certain zone, he can
see all Cls of that owner group in this zone as well.

Show all Cls of that owner: With this right, all Cls of that owner group can be displayed
regardless of the zone they exist in and of the question, whether these zones can be viewed at all.

Administrate task settings: The following two rights will be set to Allowed.

Assign task to this group: If the action Assign task has been configured for a task schema, the
task can be assigned to the group via this right.

Create task for this group: A task can be created for the respective group. Users in this group
can thus be set as executors.

View tasks in which the executor is a user of this group: Via this right, every member of the
group can see the tasks, whose executor is a member of the selected group. This right applies to
the task list and the extended search as well.

Administrate ticket settings: The following rights will be set to Allowed: Assign tickets to this
group, Create ticket for this group, View tickets of this group, View tickets affecting users of this
group, Take over tickets of this group.

Assign tickets to this group: The action Assign can be executed on the currently selected group
in a ticket.

Create ticket for this group: Tickets for the selected group (with a user of the group as affected
user) can be created.

View tickets of this group: Tickets belonging to the group can be viewed.

View tickets affecting users of this group: If users of this group are affected by tickets, these
tickets can be viewed via this right.

Take over tickets of this group: All tickets belonging to a certain group can be taken over.

Administrate expense settings: If this right has been activated, a user group can administrate the
expense settings (expense types and projects) for another group. This is, however, only possible, if
the right User Management has been activated in the system settings for this group as well.

Distinctive Features of #AAdministrate Right sc¢

If a group A has the right Administrate rights for a certain option and a group B is selected on the
User/Group tab, group A can pass on or deny the rights Change settings and, if applicable, View to
group B.

If a group A has the right Full Control and a group B is configured on the User/Group tab, group A
can pass on the rights Administrate rights, Change settings and, if applicable, View to group B for
the selected options. Hence, group B can pass on the rights Change settings and, if applicable,
View to a group C. Group C, however, cannot pass on any rights.



EXAMPLE

In the following example, a test group has gained full control over the group CMDB users on the

User/Group tab.

Here you can configure the rights that group 'TestGroup4Customer' holds for a specific user/group.

Choose user/group:

Right

Full Contral

Create expenses

Edit expenses

Delete expenses
Administrate Group Settings
View expenses of this group
Create Group

Create User

Edit user/group

Delete user/group

Shaow user fgroup details
Administrate Rights

Group is visible

Key
® zllowed O Denied

€ CMDB Users

Permission

Allowed (inherited)

Denied (inherited)

:,J:l:onfigured:

Right

View dis of that owners

Show all CIs of that owner
Administrate task settings
Assign task to this group
Create task for this group
Administrate Ticket Settings
Assign tickets to this group
Create ticket for this group
View tickets of this group

View tickets affecting users of this group
Take over tickets of this group
Administrate Expense Settings

Allowed (read only)

(Please select)

Permission =

m

Denied (read only)

Figure 5-6

Simultaneously, full control has been granted for all CMDB-relevant rights in the system settings
and the access to the User Management has been enabled:

System security settings.

Type of Permission
Administrate Reports
Allocation Types

Basic Configuration

CMDB \ Configuration Items

CMDB \ Extended Sear:

CMDB \ Lifecycles

CMDB \ Schemas

Full Control

ch

Computer Telephony Integrat...

Correspondence templates

Dispatching & Rule Management

Dynamic Placeholder Manage...

i

Administrate Rights

Change Settings

il

Figure 5-7

So, if a user in the test group is logged on, he does not only have access to the CMDB settings

and the CMDB as such, but also to the access rights of the CMDB users group.



Figure 5-8

Figure 5-9

All rights the test group has full control over can nhow be passed on with the right Administrate
rights or lower:

USER MANAGEMENT | CONFIGURING THE PERMISSIONS | 30

























































